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Starter Question

Can you think of any real-life cyberattacks? 
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Attack Vectors and Vulnerabilities

• Attack vectors: specific method, path, or pathway used by a cybercriminal to 
gain unauthorized access to a computer, network, or application to exploit 
vulnerabilities.

• Vulnerabilities: flaws, weaknesses, or errors in a system's design, 
implementation, or operation that can be exploited by attackers to 
compromise security, steal data, or disrupt services.

• Attacks are often categorised based on the underlying vulnerability they exploit.
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Common 
Vulnerabilities 
and Exposures 
(CVEs)
Databases

“a standardized, publicly available list of 
known information security vulnerabilities 
and exposures in software and hardware.”
-- maintained by MITRE, a not-for-profit 
organisation sponsored by the US 
government.

https://www.cvedetails.com/
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• Memory safety
• low-level memory management issues
• due to improper direct manipulation of 

machine memory, often in C/C++
• e.g., buffer overflow, memory corruption

• Input injection/broken access control
• application-level logic bugs
• due to lack of input sanitization

Main classes of vulnerabilities

https://www.cvedetails.com/
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Importance of memory safety

~70% critical security bugs reported by Microsoft, Chromium, 
Ubuntu, Android are memory-safety related

Critical infrastructures written in 
memory-unsafe C/C++

e.g. mainstream OS, language runtimes, 
embedded system devices

The multi-billion-dollar problem
Zero-day vulnerabilities cause 
governments and institutions a great loss 
of money
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Why C/C++, not any other languages?

C/C++ Memory-safe Languages 
(Java, Python, Go, etc.)

Memory management
Manual allocate, free, 
manipulate via 
pointers

Automate via runtime 
garbage collection or 
compile-time checks

Language specification Built-in undefined 
behaviours (UB)

Strict formal semantics with 
few restricted escapes
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Issues with using pointers

• A pointer in C/C++ is a variable that stores the addresses of other 
variables, i.e. it points to the memory of language constructs

• Pointer is architecturally indistinguishable from memory 
addresses as they are all represented as integers

• Mistreatment of pointers could corrupt or leak memory

out-of-bound access
/buffer overflow use-after-free
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Let’s have some 
fun playing with 
real C/C++ 
vulnerability
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Return-Oriented Programming (ROP)

“a software attack where the attacker corrupts the function return 
addresses, to take over the control flow of the application by 
chaining useful instructions (gadgets) already present in the 

program’s memory.”
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What could go wrong 
with the program?

12



• automate low-level exploitation
• finds ROP gadgets automatically
• craft overflow payload
• start the vulnerable program and 

inject exploit payload
• attach an interactive terminal to the 

process

Python Exploit 
Script using 
pwntools

buffer overflow
payload
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Disassembly: Reverse Engineering to understand 
program vulnerabilities inherent in the architecture

C/C++ compilation pipeline

inspect program memory layout
and detailed machine instructions
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• Each function has a 
prologue and 
epilogue

• push FP (x29) and 
LR (x30) onto stack 
at offsets 32 and 24 

• load back and jump 
to address stored 
in LR on func exit

• LR could 
potentially be 
overwritten for ROP 
attack

Caveats
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Consequence: remote code execution (RCE)

“An attacker’s ability to run malicious code on a target system or in a target 
process from a remote location, such as over a network. The worst case 
could lead to complete system takeover and arbitrary code execution.”
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successful hijacked control flow: 
enter func2 + remained in the interactive terminal

Altered 
Control flow 
to func2

ROP exploit chain: to invoke func2()
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Now let’s shift our attention, and 
questions!

•What do you think the hardware-software interface 
is?
• In what ways do you think it could make the 

software systems more secure?
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An overview into the computer stack

Application

Programming language

Compiler/Runtime

Operating System

Microarchitecture

Instruction Set Architecture 
(ISA)

Register-transfer level

Gates, Circuits, Physics

Software

Hardware

The software-hardware 
interface:
• Defines how software 

communicates to the 
hardware, including the 
CPU, memory and 
peripherals
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Instruction-set architecture(ISA)

“the abstract, conceptual interface between a computer's software 
and its hardware, defining the set of instructions (machine code), 
data types, registers, and memory management methods a 
processor understands.”
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Why do we revisit the ISA for software security? 

Currently, software-based 
mitigations incomplete coverage

compiler static inspection
runtime sanitizers + fuzzing

patches vs exploits in an arms race

Ideally, we desire 

Deterministic protection for known classes of 
vulnerabilities

Mitigation of unknown classes by confining 
impacts
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The big idea

• Building security primitives into the 
architecture, providing software 
guarantees from the bottom of the 
computer stack
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Two mainstream ISA design philosophy

Philosophy

Complex Instruction Set Computer.
one instruction can do many things 
(Load + Add + Store).
e.g. Intel/AMD x86-64

Reduced Instruction Set Computer.
instructions are simple and uniform.

e.g. ARMv9, RISC-V, MIPS

Instruction Length Variable (1 to 15 bytes). Harder to decode. Fixed (usually 32-bit). Very easy to pipeline.

Memory Access

Memory-to-Register:
Most instructions can talk to RAM directly.
ADD DWORD PTR [ebx], 5; Add 5 

to a number stored at a memory 

address [ebx]

Load/Store Architecture:
Only specific instructions (LDR/STR) touch RAM.
LDR w0, [x1]      ; Load: Pull value 

from memory [x1] into register w0

ADD w0, w0, #5    ; Compute: Add 5 to 

the register

STR w0, [x1]      ; Store: Put the 

result back into memory [x1]
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RISC ISA-based security 
protections
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Example: ARM Pointer Authentication (PAuth)

PAC* and AUT* instructions at function prologue and epilogue
• requires compiler support

Two steps working in synergy:
• On saving pointers (e.g., return address) on the stack : CPU signs with a 

cryptographic hash using a secret key and the current context (like the stack pointer)
• On function return: CPU verifies signature

If authentication fails, CPU generates a hardware exception to the OS and OS traps 
the application
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Recompiled with -
mbranch-

protection=standard

compiler support

• paciasp instruction 
signs return address 
using key A and current 
SP register

• retaa instruction 
authenticates return 
address using key A and 
the SP before branching 
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PAuth catches return address integrity fault and 
traps the same vulnerable program

27



There are many other hardware security 
extensions, each with different design approach
• ARM Memory Tagging Extension (MTE) 
• Capabilities Hardware-Enforced RISC Instructions (CHERI) 

64bit pointer

Capability

64bit metadatatag

Hardware Enhanced RISC Instructions
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Question

What commonalities do you think there are for 
these hardware security extensions? 
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Hardware-Software-Semantics Codesign 

New instructions to the 
Instructions Set 

Architecture
e.g. MIPS, RISC-V, Arm64, 

x86-64

New decoding logic, data-
path to the 

microarchitecture 

Formal verification of the 
new instructions to prove 

correctness

tape-out new chips with 
experimental security 

extensions

Port software stacks to the 
secure architecture

e.g. OS, compiler, language 
runtimes, assembler, linker, 

loader, debugger, etc.

Benchmarking and analysis
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Levels of software protection

operating system

bootloader file

system-wide
userspace

environment variables, shell 
configuration files

single application at 
runtime

allocator tunable, compiler flags
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Design Tradeoffs

Software 
Performance
• Execution time, 

memory footprint

Ecosystem
• % Lines of Code 

Change

Security
• Coverage, 

deterministic or 
probabilistic

Functionality
• Backwards 

Compatibility 

Power, 
Performance, Area
• Microarchitecture, 

chip design
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More 
Readings

Undergraduate-level introduction to computer 
architecture, systems and security
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Questions?
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